
 

 

TOP TEN RISKS OF CLOUD COMPUTING

 

Adopting new Cloud applications and infrastructures can increase business 

productivity and enable organizations to become more agile, but with rapid migration 

to the Cloud comes a significant number of securities, legal and financial risks.

provisioning, BYOD accesses, Shadow IT together with the ubiquity of cloud 

infrastructure (IaaS) are all challenging organizations. Bellow are listed the top ten 

risks for businesses using Cloud computing solutions and services.

1. Shadow IT and Shadow data

With the expansion of the Cloud market, it becomes increasingly easy for end users 

to choose and install cloud applications without taking in consideration security and 

quality over services -QoS- issues. As a result, the phenomena of Shadow IT can 

rapidly become a true break in head for IT managers and executive suite, by 

introducing new security breaches into the company and by implying higher costs for 

IT rationalization.  

2.       Locked-in platform and technologies

With a limited number of PaaS vendors in th

build a binding relationship through its 

comprehensive offerings, a vendor lock

period is often the norm, which can limit the 

business’s choices and the client contract 

reversibility possibilities.  
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Shadow IT and Shadow data[1] 

With the expansion of the Cloud market, it becomes increasingly easy for end users 

to choose and install cloud applications without taking in consideration security and 

issues. As a result, the phenomena of Shadow IT can 

become a true break in head for IT managers and executive suite, by 

introducing new security breaches into the company and by implying higher costs for 

in platform and technologies 

With a limited number of PaaS vendors in the market today, each of which wants to 

build a binding relationship through its 

comprehensive offerings, a vendor lock-in 

period is often the norm, which can limit the 

business’s choices and the client contract 

The most important question in 
a Cloud Business relationship 

should be: What is my exit 
strategy?
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To avoid dependence on a unique cloud vendor, businesses should favor open source, 

open standard and open APIs over specific solutions, and operate at least two 

from two different vendors, to facilitate the migration process.

3. Data privacy and Legal Compliancy

The expansion of data-privacy laws around the world is a significant issue for 

businesses because it may present some news challenges and require 

when preparing for cloud computing. The incoming GDPR General Data Protection 

Rule[1]- and the NIS-Network Information security

how organization are doing business using Cloud computing. 

4. Quality over Service -QoS

To avoid the lack and risk of quality of Service, businesses need to clearly understand 

the terms and conditions contained in the Service Level Agreements (SLAs) and in 

the Privacy Level Agreements (PLAs) annexed to the contracts. For instance, 

should include specifications about the maximum duration of downtime, response 

times for notifications of defects and the removal of defects. The backup and data 

recovery process should be documented and providers should perform regular tests to 

verify whether the processes work efficiently.

5. Cost bursting and hidden cost

The promised cost savings that customers thought they would receive when moving 

their workloads to the Cloud, haven’t materialized.
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To avoid dependence on a unique cloud vendor, businesses should favor open source, 

open standard and open APIs over specific solutions, and operate at least two 

from two different vendors, to facilitate the migration process.  

3. Data privacy and Legal Compliancy 

privacy laws around the world is a significant issue for 

businesses because it may present some news challenges and require 

when preparing for cloud computing. The incoming GDPR General Data Protection 

Network Information security- directives will definitely impact 

how organization are doing business using Cloud computing.  
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In fact, it can be quite the opposite when they fi

properly advised on their long term costs! 

different ways of charging for their services and the plans are not always easy to 

understand for customers. It's clear that the ROI of a 

to calculate, because it should integrate

assets, but should also take in consideration the Cloud adoption costs over the entire 

project lifecycle (build, test, run, maintenance, exit

6. Multi vendor’s ecosystem complexity

SaaS- Software as a Service-

editors, they are plenty of new entrants. Whereas some of them are complying with 

SaaS requirements (multi tenan

maintenance and upgrades, continuous web access …) other are just providing hosted 

and /or dedicated applications. As a result, businesses continue to separately pay for 

application upgrades, maintenance

contract. 

7. Interoperability issues 

When trying to switch from a Cloud provider to 

another one, then comes the headache! There is 

usually no interoperability and integration between Cloud solutions. One alter

is to use a cloud marketplace which is usually provided by a big IaaS provider, with 

taking the risk to increase the dependency on a locked
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In fact, it can be quite the opposite when they first see their bill, after failing to be 

properly advised on their long term costs!  Furthermore, Cloud providers have 

different ways of charging for their services and the plans are not always easy to 

It's clear that the ROI of a Cloud project remains complex 

it should integrate not only all the tangibles and intangible 

assets, but should also take in consideration the Cloud adoption costs over the entire 

project lifecycle (build, test, run, maintenance, exit, and reversibility)

6. Multi vendor’s ecosystem complexity 
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and /or dedicated applications. As a result, businesses continue to separately pay for 

application upgrades, maintenances whereas, it should be freely provided in the 

When trying to switch from a Cloud provider to 

another one, then comes the headache! There is 

usually no interoperability and integration between Cloud solutions. One alter

is to use a cloud marketplace which is usually provided by a big IaaS provider, with 

taking the risk to increase the dependency on a locked-in technological platform. 

That’s why interoperability 
should be a requirement for 
businesses before selectin

cloud providers.
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9. Complex Integration with in

Unless businesses made the choice to work within a 100% open source environment 

(in-house and cloud), the integration of cloud platform with the rest of their IT 

systems and applications could trigger an increase in complexity

integration of on-premise data contained within in

based applications is often very challenging. Next year we will see more businesses 

move workloads out of the cloud and back on

a more educated, sensible approach where the Cloud isn’t the default option for 

hosting all workloads 

10. Lost of data and cost of data breaches

When business are granted their Cloud provider a

business data, they takes majors risk over their data integrity and data breaches. The 

average per capita cost of data breach was $221 in the US and $213 in Germany in 

2016 according to the Ponemon institute research.

to organizations that experienced a data breach is lost business. Following a data 

breach, organizations need to take steps to retain customers’ trust to reduce the long

term financial impact 

[1] unmanaged content employees store and data share across cloud apps

[2] The GDPR (General Data Protection Regulation) is a critical data

compliance regulation that will be effective in 2018 for any organization that is 

involved in cloud data transfers within the EU member states, including Iceland, 

Liechtenstein and Norway 
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Complex Integration with in-house systems and applications

Unless businesses made the choice to work within a 100% open source environment 

house and cloud), the integration of cloud platform with the rest of their IT 

pplications could trigger an increase in complexity. Furthermore, the 

premise data contained within in-house legacy systems and PaaS

based applications is often very challenging. Next year we will see more businesses 

the cloud and back on-premise, and in the future, we will see 

a more educated, sensible approach where the Cloud isn’t the default option for 

Lost of data and cost of data breaches 

When business are granted their Cloud provider a high degree of control over their 

business data, they takes majors risk over their data integrity and data breaches. The 

average per capita cost of data breach was $221 in the US and $213 in Germany in 

2016 according to the Ponemon institute research. The biggest financial consequence 

to organizations that experienced a data breach is lost business. Following a data 

breach, organizations need to take steps to retain customers’ trust to reduce the long

unmanaged content employees store and data share across cloud apps

[2] The GDPR (General Data Protection Regulation) is a critical data

compliance regulation that will be effective in 2018 for any organization that is 

oud data transfers within the EU member states, including Iceland, 
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to organizations that experienced a data breach is lost business. Following a data 

breach, organizations need to take steps to retain customers’ trust to reduce the long-

unmanaged content employees store and data share across cloud apps  

[2] The GDPR (General Data Protection Regulation) is a critical data-privacy-

compliance regulation that will be effective in 2018 for any organization that is 

oud data transfers within the EU member states, including Iceland, 


