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Why you should consider all of your cloud contractual aspects! 

Outsourcing your enterprise IT to the cloud with poorly prepared decisions may result in 
significant legal, organisational and technical risks. Keep in mind that you are granting your 
cloud service provider a high degree of control over your business data. For that reasons, you 
need to clearly understand the terms and conditions contained in the Service Level Agreements 
(SLAs) and in the Privacy Level Agreements (PLAs) annexed to the contracts.  

 

1. Check your applications, data and systems availability! 

SLAs identify the services and the service level objectives that the cloud provider offers to you. The 
SLAs are expressed in terms of metrics on the performance of the services provided.  

For instance, SLA should include specifications about the maximum duration of downtime, response 
times for notifications of defects and the removal of defects. The backup and data recovery process 
should be documented and providers should perform regular tests to verify whether the processes work 
efficiently. Backup and recovery services might be optional. You need to ensure that they are 
included in the contract if they are essential for your business. Moreover, secure deletion of data after 
the termination of contract should be guaranteed. 

Service Level Agreements Availability granted by cloud providers must be guaranteed by contractual 
arrangements, which regulates the delivery of the services, i.e. defines the guaranteed uptime of 
the cloud service delivered and the penalties in case of interrupted negotiated service. The cloud 
provider is responsible for maintaining uninterrupted business operations on the cloud provider 
premises, within the bounds set in negotiated contractual agreement whereas the customer is 
responsible for the availability of the end devices and its Internet access.  

2. Secure deletion of data when switching providers! 

When changing a cloud provider you should be taken specific measures to ensure that data is fully 

deleted. You must ensure providers delete data from their systems and verify that the data cannot be 

restored even if they apply sophisticated methods and technologies. We recommend that you and your 

cloud provider include clauses guaranteeing secure deletion of data in your initial contractual 

agreement. 

The EU Security Agency ENISA answers all security issues in a report and provides a check list to 

assist you in selecting the appropriate cloud provider: http://www.enisa.europa.eu/.. 

3. Check your data location! 

Cloud computing solutions transmit data and workflows to data centers at various locations to optimize 
computing power and utilization and reduce costs. 

If data is transferred to countries outside the EU or EEA during data movements, additional 
contractual arrangements are necessary to exclude sanctions imposed on your company for 
violating applicable data protection rules.  

http://www.enisa.europa.eu/act/rm/files/deliverables/cloud-computing-risk-assessment
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You should consider that all cloud providers need to observe laws, i.e., have to grant authorities access 
to data pursuant to court order. Provisions should be included in the contract for these cases.  

The legal security of your company is a key aspect in the use of cloud computing. Check with your 
provider the judicial area in which data is stored (an EU country, EEA, outside Europe)!  

Privacy Level Agreements (PLAs) are intended to be used as an appendix to Cloud Services 
Agreements in order to describe the level of privacy protection that your cloud service provider will 
maintain. They can also be used as a guide to compare the privacy policies of different cloud service 
providers. It’s always best to have a law firm experienced in cloud computing check the 
contracts over, in particular with respect to order data processing. 

4. Check the financial stability of your provider! 

Cloud providers should have reached a certain size and financial stability to ensure management of 
cloud services in the long. Protective measures are to be specified in the contract to govern the event of 
the cloud provider’s insolvency. 

Make sure that the type and extent of additional support services are specified in detail in the contract 

and that cost transparency is ensured. 

 

Need more advices! 

Contact our expert team at connect@btocloud.fr  
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